MuHobpHayku Poccum
®EJEPAJIbHOE FTOCYOAPCTBEHHOE BIOA>KETHOE OBPA30OBATEJIbHOE YYPEXXOEHUE
BbICLUEFO OBPA3OBAHUA
«BOPOHE)XXCKU rOCYQAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)KOAIO
3aBenyoLmin Kaghenpon

CupoTa AnekcaHp AHaToJIbeBUY

Kadenpa TexHonormnn obpaboTky 1 3awnTbl MHOPMaLLUK
21.06.2022
PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHBI
51.B.01 JononHUTeNbHble FiaBbl MHDOPMaALMOHHOW He30NacHOCTM

1. Kon 1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKU/CNeLuasibHOCTHU:

09.04.02 NHdopMaLMOHHbIE CUCTEMBI U TEXHOJIOT UK

2. Mpocdunb NnoAroToBKU/cNneLMann3aLma:

AHanu3 N CMHTE3 NHGPOPMALMOHHBLIX CUCTeM, MHDOPMaLMOHHbIE TEXHOJIOTMN B MEHEOXKMEHTE

3. Ksanudukauus (cteneHb) BbINyCKHUKA:

MarucTpaTtypa

4. ®opma obyyeHusn:

O4Hasn

5. Kacdepnpa, oTBeualowasn 3a peaamsauunio AUCLUMNIIUHDI:

Katenpa TexHonorun obpaboTky 1 3awuTbl MHDOPMaLLUK

6. CocTaBuTenu nporpamMmmsi:

AknMoB Anekcei BuKTopoBuY, K.(h.-M.H., CTapLnin npenogaeaTesb

7. PeKkoMeHpOBaHa:

HMC Ne 5 o1 25.04.2022 r.
8. YueOHbI roa:

2023-2024
9.lenu n 3apaumn y4ebHOU AUCLUNANHDI:

|/|3y‘-IeHI/Ie COBPEMEHHDbIX TEXHOJIOM NI NOCTPOEHNA apPXUTEKTYP I/IH(*)OpMaLI,I/IOHHblx N BbIHNCNTEJIbHbIX
CUCTEM, TEXHOOM NI BUPTYannm3saunny, TeHAEHLMI pa3BnTnA 061a4HbIX BbIYNCAEHWIA, OCHOBHbLIX MOAENeN
npenocrtaBneHna ycnyr 061a4HbIX BbIYUCIEHWN, BOMpocoB obecneyeHuns KOHCIT)I/I)J,eHLI,I/IaJ'IbHOCTI/I n
LLeJIOCTHOCTW MHopMaL M B CUCTEMaX, NCMOb3YHOLLNX obs1aYyHbIe BbIYNCIEHNS; nojny4yeHune
I'IpOCpeCCI/IOHaJ'IbeIX KoMneTeHuui B 061acTu COBPEMEHHbIX TEXHOJIOTNIA 3aLNThbl I/IHCpOpMaLI,I/II/I.

OCHOBHbIE 3a4a4¥ OUCLUMINHDI:

e (hopMmpoBaHMe y CTYAEHTOB OCHOBOMOMAraloLWmnx NpeacTaBAeHnin 0 TEHAEHUMAX Pa3BUTHA
COBPEMEHHbIX MH(PACTPYKTYPHbIX PELLEHUIA, TEXHONOTNSAX BUPTYau3aLumu;

® 03HAKOMJIEHNE CTYLEHTOB C 0BLMMM MOHATUAMN 061a4HbIX BbIYUCAEHNIA, MoaenamMmn 0baavHbIX
BbIYUCSIEHUIA, CeundUKoi COBPEMEHHbIX Yrpo3 B «Obnake», TpaAULMOHHLIMW aTakaMmn Ha
nporpammHoe obecneyeHune, PyHKLUOHANbHBLIMU aTakaMmn Ha 31eMeHTbl 061aka, aTakaMu Ha
KJINEHTA, Yrpo3aMu BUPTYyaam3auuuy;

® 03HaKOMJEHMEe CTYAEHTOB C NPakTUYeCKnMy acnekTamm obecneyveHns 6esonacHoOCTH 06nayvHbIX



VHMPACTPYKTYP; OBNaleHNe NPaKTUYECKUMIN HaBbiKaMn MPYMEHEHNS Ha NMPaKTUKE TEOPETUYECKUX
3HaHWUI N1 CO34aHNS 3alUULLEHHbIX MPUI0XEHWIA 1 NPEAOCTABAEHNS UX B BUAE «06MauHbIX»
CEepBMCOB.

10. MecTo y4yebHOM aucuMnAnHLbI B CTPYKTYype OOM:
YyebHasa ancumnamHa oTHOCUTCA K 610Ky 0653aTeNbHbIX AUCLMNANH BapyaTUBHON YacTu.

15 ycnewHoro 0CBOEHUSI ANCLIMMNINHBI HEOBXOAUMbI BXOHbIE 3HAHWUA B 06/1aCTK yCTpoicTBa IBM 1
OMepaLMOHHbIX CUCTEM, MPUHLMMAX UX PaboTbl, CETEBLIX TEXHONOM I, KPUNTOrpacun, MHPOPMATUKN.

11. NMnaHupyemblie pe3ynbTaTbl 00yueHusa no gucuunanHe/Moaynio (3HaHUA, YyMEeHUS, HaBbIKH),
COOTHeCeHHble C NJIaHUpYeMbIMU pe3ysibTaTaMu 0CBOeHUs obpa3oBaTeNbHON NPOrpaMmMbi
(KoMNeTeHUUAMM BbINYCKHUKOB) U UHAUKATOPAMU UX AOCTUXKEHUN:



Kon v Ha3BaHMe KoMMeTeHL K

MK-15 CnocobeH pa3pabaThiBaTb U
nccnenoBaTb Mogenn ob6bLEKTOB
NpoheccnoHanbHOM AefTENbHOCTU
npepnaraTb ¥ afanTUPOBaTb METOANKN
PEeLLEHNS HAayYHO-NCCNenoBaTENbCKUX
3aflay, NNaHMpoBaTb M NPOBOANTb
nccnenoBaHns

Kof 1 Ha3sBaHWe uHgnkKaTtopa
KoMneTeHunn

MK-15.1 YmeeT obecneymBaTb
cObop HayYHO-TEXHUYECKOMN
(Hay4HON) NHGopMaL UK,
HeobXxoAMMOoN ANS NOCTAHOBKM
N pelLeHns 3anay
nccnegoBaHus

12. O6beM aucUUNIMHBI B 3a4e€THbIX eauHULLax/yac:

3/108
dopMa NPOMEXXYTOYHON aTTeCTaLUMm:

3a4eT C oueHkomn, KoHTposibHas paboTa

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

3HaHWS, YMeHus,
HaBbIKK

3HaTb TEHAEHUUN
pa3BuUTUA
COBPEMEHHbIX
NHDPACTPYKTYPHbIX
peLueHni,
0CobeHHOCTM
TEXHOJIOT U
BUPTYanun3auum n
BMPTYabHbIX

MaLlUUH, Moaenu
obnayHbIX
BbIYNCIEHWNIA, OCHOBHbIE
pUCKN
NHMOPMaLMOHHOW
6e3onacHoCcTun
06J1a4HbIX BbIYNCIIEHWI
N Knacchl

yrpo3 B obnake

YMeTb 0CyLecTBAATb
cbop,

aHanus,
CTPYKTYpVpOBaHune
Hay4YHO-TEXHNYECKON
nHgopmaumn,
Heobxogumon ans
MOCTaHOBKM N peLleHmns
3afay

nccnenoBaHna

BnageTb
NpakTUYeCKMMm
HaBblkaMu cbopa,
aHanm3zaun
cucTemMaTm3auum
Hay4HO
TeXHNYeCKom
NHpopMaLmn



Bunpg y4yebHon paboThl

AyLNTOPHbIE 3aHATUSA
JleKumnoHHbIe 3aHATUA
MpakKTnyYeckune 3aHATUA
NabopaTopHble 3aHATUA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpoMeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

13.1. Copep>XaHue AUCLUMJINHBI

n/n HanmeHoBaHuWe pa3gena
ONCLUNMINHBI

1. Nekunn

1.1 CoBpeMeHHble
TEHOEHUMNI pa3BUTmA
NHDPACTPYKTYPHbIX

peLleHnin, KOTopble
NPUBENN K MOSIBAEHNIO
KOHLLenumn o61a4yHbIx
BbIYNCSIEHUN

CemecTp 3

42
14

28
66

108

Conep)XaHuve pa3aena aucLUunIvHbl

1. OTanbl pa3BUTUA annapaTHOro
obecneveHns. Blade-cnctemsl,
CUCTEMbl XpaHEeHUSA AaHHbIX, CETU
XpaHeHUs gaHHbIX. KoHconmaauus
UT-uHdpacTpyKTypbI.

2. KoHuenumsa BMpTyaabHON cpenbl.
Tunbl BUpTYanusauymu. MporpammHas
1 annapaTHasa BUpTyaansauus,
napaBupTyanusauus n buHapHas
TpaHCnAumMa, BUpTYyanmnsaumns ypoBHS
OC, BupTyanunsaumsa cepsepos,
NPUAOXKEHWI, XPaHWANLLA, AAHHbIX,
CYb/.

Bcero

42
14

28
66

108

Peanunsauuns
pasgena
ONCLUNNANHBI C
NMOMOLLbIO
OHJTaNH-KYpCa,
JYMK



n/n

1.2

HaumeHoBaHwve pasgena
OUCUUNANHBI

Obuiee NoHATUE O
TexHonorum obnayHbix
BblyncneHun (Cloud
Computing)

CoaepxxaHve pasfena AuCLnnanHb

3. Monenu o06nayHbIX BbIUCAEHNA
(MHpacTpyKTypa Kak cepsuc laas,
nnatgopma Kak cepsuc Paas,
nporpaMmmHoe obecrneyeHune Kak
cepBuc SaaS, 6e30MacHOCTb Kak
cepsuc Secaa$). Kateropum
«0bnakos». O630p CyLLECTBYOLMNX
CepBMCOB 1 NaaTgopM.

4, O630p pelleHni, BeayLmx
BeHAopoB (Microsoft, Amazon,
Google). O6104HbIE TEXHONOMUN C
OoTKpbITbIM KOAoM (CloudStack,
OpenStack, CloudFoundry,
OpenNebula, Eucalyptus).

Peanunzauns
pa3zena
ANCUNMUHBI C
MOMOLLbIO
OHNanH-Kypca,
3YMK



n/n

1.3

HaumeHoBaHwve pasgena
OUCUUNANHBI

Be3onacHOCTb 06/1a4HbIX
TEeXHON0ornmn

CoaepxxaHve pasfena AuCLnnanHb

5. Knaccbl yrpo3s B «Obnake». ATaku
Ha nporpaMmHoe obecnevyeHune
(ysS13BMMOCTU CeTEBbIX MPOTOKOJOB,
OMnepaLnOHHbIX CUCTEM).
®DyHKLIMOHaNbHbIE aTaKM Ha
anemeHTbl 06naka (DoS-, EDos-
aTaku, SQL-nHbeKLun).

6. ATakn Ha KnneHTa (yS3BUMOCTb
noakyeHns K «obnaky» vyepes
bpay3ep, aTaky MeXCalTUHIOBOrro
BbIMOJIHEHUNA CLeHapueB XSS,
nepexeaTbl web-ceccuin, ataku Tvna
«4eJIOBEK NOCPeanHe»).

7. Yrpo3bl BUpTyaansaumm (aTaku Ha
BMPTYaJibHbIE MaLLWHbI, TUMEPBN30P
CMCTEMbI yrpaB/ieHUs). PyTKnThbI
Blue Pill n SubVirt. KomnnekcHble
Yyrpo3bl, CBA3aHHbIE C
YyNpaBAsieMOCTb0 «061akoM» Kak
€aNHON NHOPMALIMOHHON
CMCTEMON.

8. MNpoTokonbl ana obecnevyeHus
6e3onacHOCTU CeTEBOro CoeaANHEHNS
(IPsec, SSL/TLS, SSH). CepTugumkaTbl.
9. MexceTeBble 3KpaHbl.
TexHn4Yeckne n opraHm3aLnoHHbIe
Mepbl 414 obecneveHns
6e30nacHOCTM BUPTYasbHON
NHDPACTPYKTYPbI.

10. CpencTea obecneyeHus
LEeNoCTHOCTU, penInKauun, 3aLnThl
oT cboes.

11. «<O6bnayHble» aHTUBMPYChI.

12. MpuHumnbl obecneyvyeHns
6e30MacHOCTU N3BECTHbIX NAATHOPM
«0bnayHbIX cepsucos» Windows
Azure, Amazon Web Services
(cpencTBa ayTeHTUGUKALMMN 1
ynpaBAeHNs TMYHOCTHIO,
wndgpoBaHus, obecneyeHns
LEeNoCTHOCTU, N30IMPOBAHHOCTN,
LOCTYMHOCTW OaHHbIX, 6e30MacHOCTM
Bll, cpencTea cepTudUKaLnn).

Peanunzauns
pa3zena
ANCUNMUHBI C
MOMOLLbIO
OHNanH-Kypca,
3YMK



n/m HanmeHoBaHue pa3gnena  Copep)kaHue pasfena oUCLUNInHBI Peanunsauuns
ANCUNMNHBI pa3zena
ONCLUNNANHBI C
NMOMOLLbIO
OHNanH-Kypca,
JYMK
2.
lpakTnyeckne
3aHATMA
2.1 HeT
3.
JNabopaTopHble
paboTbl
3.1 be3sonacHocTb 0bnayvHbix 1. M3yvyeHune npuHUMnoB paboThl
TEXHOI0r NN aTak Tuna SQL- injection.
2. iccnepoBaHue CpeacTB
NAEHTUMMKALMK 1 3KCIyaTauum
yA3BUMOCTeN web-npunoxxeHnin K
aTakaM MeXCalTUHIOBOro
BbINOJIHEHUSA cLeHapueB (XSS).
3. i3y4yeHmne npuHUMNoB OencTBuma
aTaKWn TUMNa «4es0BEK NocpeamnHe».
4. N3y4eHne npuHLUMNOB OENCTBUS
aTak Tuna oTKa3 B 06CnyXKnBaHUN
(DoS-aTaKk).
5. 3y4eHne MeTOLOB 1 CPelcTB
NAeHTUgMKaLUM ya3smuMmocTen web-
NPUIOXeHU (Ha NpuMepe CKaHepoB
6e3onacHOCTY 0bLLLero Ha3HavyeHus).
13.2. Tembl (paspensl) AUCLUNANHBI U BUObI 3AHATUMA
No HanmeHoBaHue TeMbl  JleKunoHHble  [MpakTudeckne JlabopaTopHble CamocToAaTeNnbHas Bcero
n/n (pasgena) 3aHATUS 3aHATUS 3aHATNS paboTa
1 CoBpeMeHHble 4 16 20
TEHAEHUMMN pa3BUTKA
NHPACTPYKTYPHbIX
PELLUEHNI, KOTOPbIE
NpuBen K
NOSBNAEHNIO
KOHLLenumm
0651a4HbIX

BblYUCNEHNI



No HanmeHoBaHue TeMbl ~ JlekUuMoHHble  [pakTuyeckne JlabopaTopHble CamocToAaTenbHas Bcero

n/n (pasgena) 3aHATUA 3aHATUS 3aHATUS paboTa

2 ObLee noHATHE O 4 16 20
TEXHOM0rnn
06n1a4HbIX

BbIYUCEHNI

3 be3onacHoCTb 6 28 34 68
06/1a4HbIX
TEXHON0rnm
14 0 28 66 108

14. MeToaunyeckue yKasaHus gns oby4aloLmuxcs No 0CBOEHUIO A UCLUMNIINHDI
1) Npw U3yyYeHUn AUCLMMNINHBI PEKOMEHAYETCS UCMO/b30BaTh CeayoLne CpeacTBa:

® PEKOMEHLYEMYI0 OCHOBHYIO 1 LOMONHUTENbHYIO MTepaTypy;

* MeToAMYECKMe yKa3aHua 1 Nocobus; KOHTPONbHbIE 3a4aHNsA 418 3aKpeneHnsa TeopeTnYecKkoro
MaTepuana;

® 3/IeKTPOHHbIE BEPCUUN Y4EOHNKOB 1 METOANYECKMX YKa3aHWUIN A1 BbINOJIHEHNS NabopaToOpHO -
npakKTUyYecknx paboT (Mpyn HeobxoaMMOCTM MaTepuabl PacCbIalTCs Mo INEKTPOHHON NOYTE).

2) ns MaKCMMasbHOrO YCBOEHUS ANCLMMIMHBI PEKOMEHYETCS NPoBeAeHNEe NMMCbMEHHOI0 OMpoCa
(TecTvpoBaHuWe, pelleHne 3a4ay) CTYAEHTOB MO MaTepuanam Nekunin 1 npakTuyecknx paboT. Monbopka
BOMPOCOB A1 TECTUPOBAHNS OCYLLECTBNSETCS Ha OCHOBE M3YYEHHOr0 TEOPETUYECKOro MaTepuana.
Takoi noLxoA No3BoseT NMOBLICUTL MOTUBALMIO CTYAEHTOB NPY KOHCMNEKTUPOBAHMMN IEKLMOHHOMO
MaTepuana.

3) I'Ip|/| nposeneHNn na60paTopr|x 3aHATMI obecneynBaeTCs MakCMMalbHas CTerneHb COOTBETCTBUSA C
MaTepunaioM NeKUNOHHbIX 3aHATUI U OCYyLLeCTBNAEeTCA SKCNnepnMeHTaJibHaa NpoBepKa MeTo40B,
aJlropnTMoB ” TEXHOJIOr NI 06p360TKI/I I/IH(*)OpMaLI,I/II/I, n3naraemblX B paMKax Nekuuni.

4) Mpu nepexofe Ha AUCTAHUNOHHBIN peXxuM obyyeHns ans Co3AaHna 3NEKTPOHHbIX KYPCOB, YTEHUSs
NeKUMIN OHNanH 1 npoBefeHns NabopaTopHO- MPaKTUYECKUX 3aHATUIN UCNONb3YeTCA UH(GOPMALMOHHbIE
pecypcbl Obpa3oBaTeNbHOr0 nopTana "INeKTPOoHHbIN yHUBepcuTeT BI'Y (https:\\edu.vsu.ru),
Ha3mpytoLLeroca Ha cuctTemMe AUCTaHLUMOHHOro obyyeHns Moodle, pa3BepHyTOW B yHUBEpCUTETE.

5) Mpn NCnoJsib30BaHUM OUCTaHUMOHHbIX 06paBOBaTEJ'IbeIX TEXHOJIOTUIA 1 3J1EKTPOHHOI O o6yqu|/|ﬂ
o6yl1arou.w|ecs1 OO0JIKHbI BbIMOJIHATL BCE YKa3aHUA npenonaBaTeneVl, BOBpeMA NoAKA4YaTbCA K OHNaWH -
3aHATMAM, OTBETCTBEHHO NOAXOAUTb K 3aAaHNAM A1 CAaMOCTOSATEIbHON pa60TbI.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OX04UMbIX
AJI OCBOEHUA OUCLUNJINHBI

Ne NcToYHMK

n/n

1 OCHOBbI YrpaB/ieHNa NHMOPMaLMOHHOM 6e30MacHOCTbI0: [y4ebHoe nocobre ans CTyaeHToB
BY30B, 00y4aloLMXCs MO HanpaBAeHNsaM NOArOTOBKN (CMeUnanbHOCTSAM) YKPYMHEHHON rpynmibl
cneumnansHocTen 090000 - "MHdopMm. 6esonacHocTb"] / A.M. Kypuno [u ap.] .— 2-e u3g., ucnp. —

MockBa : opsyas nuHus-Tenekom, 2014 .— 243 c. : un., Tabn. — (Bonpockl ynpasnieHus
NH(opMaLMoHHon 6e3onacHocTbio ; KH.1) .— bubnnorp.: ¢.234-239 .— ISBN
978-5-9912-0361-6.



Ne NcToYHUK
n/n

2 Buptokos, A. A. UHthopMaumoHHas 6e3onacHOCTb: 3awmnTa 1 Hanagexwme / A. A. buplokos. — 2-e
n3g. — Mocksa : IMK lMpecc, 2017. — 434 c. — ISBN 978-5-97060-435-9. — TeKkcT :
3NEeKTPOHHbIN // JlaHb : 3NeKTPOHHO-6MbAnoTeyHas cnctema. — URL:
https://e.lanbook.com/book/93278

6) nononHuTeNbHas AnTepaTypa:

Ne n/m NCTOYHUK

1 LLepbakos, AHapen KOpbeBuny. CoBpeMeHHas KoMMnbloTepHasa 6e30MacHOCTb. TeopeTuyeckune
OCHOBbI. [pakTnyeckne acnekTol : y4yebHoe nocobue ans ctya. Bysos / A.O. Lepbakos .— M. :
KH. mup, 2009 .— 351, [1] c. : nn., Tabn. — (Bbicwas wkona) .— bubnmorp.: c¢.350-351 .— ISBN
978-5-8041-0378-2.

2 Kpakosckui, K0.M. NHopMmaumnoHHas 6e3onacHoCTb 1 3awmuTa nHdopmauum : y4ebHoe noco
bue ons ctyd. obyy. no cneumanbHOCTU «AHPOPMALMOHHBIE CUCTEMbI U TEXHOJIOTUN» OHEB. U
3a04. hopM 0byyeHunsa / KO.M. Kpakosckuin .— M. ; PocTtoB H/L : MapT, 2008 .— 287 c. : un .—
(YuebHbIn Kypc) .— bubnnorp.: c.221 .— ISBN 978-5-241-00925-8.

3 TaHeHbayMm, DHAPK. ApXUTEKTYpa KOMMbloTepa : Nep. € aHr. / .TaHeHbaym .— 4-e usg. —
Cné. [n gp.] : NMnutep, 2006 .— 698 c. : nn. Tabn. — (Knaccmka Computer Science) .— Mapan.
TWUT. 1. aHrA. — bubnawnorp. : ¢.654-664 .— And. ykas. : €.685-698 .— ISBN 5-318-00298-6.

4 JleBnH M. Be3onacHocTb B ceTax Internet n Intranet / M. JleBuH. - M.: [103HaBaT. KH. MJOC,
2001. - 319c.

5 bpayH C. BupTyanbHble YacTHble ceTu / C. bpayH. - M.: Jlopu, 2001. - 508 c.

6 TeopeTuyeckne 0CHOBbI KOMMblOTEpHON B6e3onacHocTu (y4eb. nocobue ons BY3os) / I.H.

HeBsHuH [n ap.]. - M.: Pagno n cBa3b, 2000 - 192c.

B) MH(OPMALIMOHHbIE 3/1EKTPOHHO-06pa30oBaTe/IbHbIE PECYPChI:

Ne n/m NCTOYHMK

1 DNEeKTPOHHBIN KaTanor Hay4yHon 6ubnnotekn BopoHEXCKOro rocyjapCTBEHHOr0
yHuBepcuteTa. - (http // www.lib.vsu.ru/).

2 Obpa3oBaTenbHbIV MOPTaN «INEKTPOHHBIA YHUBEpcMTeT BI'Y».- (https://edu.vsu.ru/)



Ne n/m NCTOYHMK

3 9bC NaHb (KoHTpakT Ne3010-06/01-22 oT 10.03.2022; NMLIEH3MOHHbINA OOrOBOP
Ne3010-06/02-22 oT 10.03.2022; nnueH3noHHbIn gorosop Ne3010-15/231-22 oT
17.05.2022);
9BC «YHuBepcnteTckas bubnunoteka online» (koHTpakT Ne3010-06/30-21 oT
23.12.2021);
3BC «2nekTpoHHas bubnnoteka TexHmyeckoro BY3a» (36C «KoHCynbTaHT
CTyaeHTa») (KoHTpakT Ne3010-06/29-21 oT 23.12.2021);
9BC «Ob6pa3osaTensHas naatdopma OPAAT» (gorosop Ned990 ot 10.01.2022;
JINLLEH3MOHHbIN goroBop Ne3010-15/217-22 o1 05.05.2022)

16. MepevyeHb yuebHO-MeTOAMYECKOrO obecneyeHns pna caMoCcToATeNbHOU paboThl

Ne n/m NCTOYHUK

1 OCHOBbI yrpaB/ieHNsa NHGOPMaLMOHHOM 6e30MacHOCTbI0: [y4ebHoe nocobre ana CTyaeHToB
BY30B, 00y4aloLLMXCSA MO HanpaBAeHNAM NOArOTOBKM (CNeLnasbHOCTAM) YKPYNHEHHOW rpynnbl
crneumansHocTen 090000 - "MHbopMm. 6esonacHocTb"] / AT, Kypuno [u ap.] .— 2-e n3g., ucnp.
— Mockga : lF'opadas imHua-Tenekom, 2014 .— 243 c. : un., Tabn. — (Bonpockl yrnpassieHus
NHMOPMaLMoHHON 6e3onacHOCTbIO ; KH.1) .— Bubawnorp.: c.234-239 .— ISBN
978-5-9912-0361-6.

17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4eOHOW AUCLUNINHDI,
BKJIlOYasA OUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe obyuyeHue (30),
CcMellaHHoe obyyeHue):

Ins peanvsauum y4ebHoro npowuecca NCnosb3yloTcs:

1. MO Microsoft B pamkax nognucku "Imagine/Azure Dev Tools for Teaching", porosop
Ne3010-16/96-18 o1 29 nekabpsa 2018r.

2. MO MATLAB Classroom ver. 7.0, 10 KOHKYpPEHTHbIX BECCPOYHbIX JNLEH3NA Ha KaXXAbliA,
KOMMNoHeHThbI: Matlab, Simulink, Stateflow, 1 Tyn6okc, N 21127/VRN3 ot 30.09.2011 (3a cuet
npoekta EK TEMPUS/ERAMIS).

3. MO MaTnab B pamkax NOANUCKMN "YHUBEPCUTETCKAN ANLEH3MA Ha NPOrpaMMHbIN KOMMNIeKC ans 9BM
- MathWorks, Headcount - 25 ": nuueH3nsd o 31.01.2022, cy6nnLEH3MOHHbLIN KOHTPAKT
3010-07/01-19 ot 09.01.19.

4. Tlpn NpoBefeHNN 3aHATUA B AUCTAHLMOHHOM pexuMme oby4yeHns UCNoJib3yTCA TeEXHUYECKne n
NHopMaLMOoHHbIe pecypcbl Obpa3oBaTenbHOro noptana "INEKTPOHHLIN yHuBepcuTeT BIrY
(https:\\edu.vsu.ru), 6a3mpytoLierocs Ha cucteme AUCTaHUMOHHOIO 06yyYeHns Moodle, pa3BepHyTou
B YHMBEpPCUTETE, a TaKxKe Apyrue LOoCTynHble pecypcbl ceTh HTepHeT.

18. MaTepuanbHO-TEXHUYECKOe obecneyeHne AUCLUNIIUHDI:

394018, r. BopoHex, nnowanb YHUBEepcuteTcKad, a. 1, kopnyc la, ayan. 479

YyebHas ayanTopus: cneymnanmsnpoBaHHas mebenb, KoMnbtoTep npenogasatens i5-8400-2,8MTy,
MoHUTOP € XKK 19", MyAbTUMEeANAHLIN MPOEKTOP, 3KPaH

MO: OC Windows v.7, 8, 10, Habop yTunnT (apxmnBaTopsl, dhans-MmeHemxepsl), LibreOffice v.5-7, Foxit PDF

Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++



394018, r. BopoHex, nnowaab YHUBepcuTeTCcKasn, Aa. 1, kopnyc 16, aya. 505n

YyebHas ayanTopus: cneunanmsmpoBaHHas mebenb, KoMnbloTep Npenodasatens i5-3220-3.3M Ty,
MOHUTOP € XK 17", MynbTUMEeAUAHBLIN NPOEKTOpP, 3KpaH

MO: OC Windows v.7, 8, 10, Habop yTunauTt (apxmBaTopbl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, naowanb YHUBEepcuTeTCcKad, A. 1, kopnyc la, ayautopus 292

YyebHas ayanTopus: cneumanmsmposaHHas mebenb, KomnbloTep npenodasatens Pentium-G3420-3,2 Ty,
MoHUTOP € XK 17", MynbTUMeLNNHbIA NPOEKTop, 3KpaH. Cuctema ons BUAeOKoHMepeHLni Logitech
ConferenceCam Group 1 HoyT6yk 15.6"" FHD Lenovo V155-15API

MO: OC Windows v.7, 8, 10, Habop ytunnT (apxmnBaTopsl, hann-meHemxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpegna pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcuTeTcKas, a. 1, kopnyc 1a, aya. 380

YyebHas ayanTopus: cneymnanmsnpoBaHHas mebenb, KoMnbloTep npenogasatens i3-3240-3,4 Ty,
MOHUTOP € XK 17", MyAbTUMEANAHLIN NPOEKTOP, 3KPaH

MO: OC Windows v.7, 8, 10, Habop yTunnT (apxmnBaTopsl, hann-meHenxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpegna pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeX, naowanb YHUBEpPcUTeTCKad, a. 1, kopnyc la, ayautopus 290

YyebHas ayanTopus: cneunanm3npoBaHHas mebenb, mepcoHasbHbIE KOMMbOTEPLI Ha H6a3e i7-7800x-41 Ty,
MOHUTOPbI KK 27" (12 WT.), MyAbTUMEOUNHbLIN MPOEKTOP, IKPaH.

NabopaTopHoe obopynoBaHmne NCKYCCTBEHHOIO MHTEEKTa: paboyne mecTa - MepcoHabHbIe
KOMMblOTepbl Ha 6a3e i7-7800x-41 L, MoHMUTOPBLI XKK 27" (12 wT.); moayau AO HIL, «3J1IBACs:
npoueccopHbin CantoT-2J124MM2 (9 wT.), oThafoyHbin CantoT-3J1240M1 (9 wT.), amynatop MC-USB-JTAG
(9 wT.).

NabopaTopHoe 06opynoBaHNE 3NEKTPOHNKM, STEKTPOTEXHNKN N CXEMOTEXHUKN: paboyne MmecTa -
nepcoHabHble KoMnbloTepbl Ha 6a3e i7-7800x-4I Ty, MoHUTOPLI XKK 27" (12 wWT.); CTeHA And
NPaKTUYECKMX 3aHATUI MO anekTpuyeckum uenam (KL-100); cteHa ans n3yyYyeHns aHanoroBbIx
anekTpuyecknx cxem (KL-200); cTeHa ons nayyveHus ungposbsix cxem (KL-300).

MO: OC Windows v.7, 8, 10, Habop yTunauTt (apxmsaTopsl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcuTeTckas, a. 1, kopnyc 16, ayautopusa 291

YyebHas ayantopus: cneymnanmsmpoBaHHas mebenb, NnepcoHabHble KOMMbOTepbl Ha 6ase
i3-3220-3,3ITu, MoHMUTOPbI KK 19" (16 WT.), MyAbTUMEONNHbLIN MPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop yTunauTt (apxmBaTopsl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++



394018, r. BopoHex, nnowanb YHUBEpCcUTeTCKan, A. 1, kopnyc 16, ayautopus 293

YyebHas ayanTopus: cneumnanm3nposaHHas mebesb, nepcoHasnbHble KoMMbioTepbl Ha 6ase Core
i7-11700K-3.6 T, MoOHMUTOpPbI KK 24" (16 WT.), MybTUMELUAHBLIN NPOEKTOP, SKPaH.

NabopaTopHoe 0bopynoBaHne KOMMNbIOTEPHOW Fpaduky Buaeoanantepbl GeForce RTX 3070.

MO: OC Windows v.7, 8, 10, Habop yTunaunt (apxmBaTopbl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHuBepcuTeTckas, a. 1, kopnyc 16, ayautopusa 295

YyebHas ayanTopus: cneumnanmsmpoBaHHas mebesnb, mepcoHasbHbie KOMMboTepbl Ha ba3e
i3-9100-3,6ITu, MoHUTOPBI KK 24" (14 WT.), MyNbTUMELNNHbIA NPOEKTOP, IKPaH.

NabopaTopHoe 0bopynoBaHne NHGHOPMaLMOHHONM 6e30MacHOCTY ONepPaLIMOHHbIX CUCTEM U MPOrPaMMHbIX
CPeAcCTB 3alUnTbl MHPOPMALIUN OT HECAHKLMOHMPOBAHHOIO AOCTYyNa: paboyme MecTa - NepcoHaslbHble
KoMMbloTepbl Ha 6a3e Intel i3-9100-3,6I L, MOHUTOPLI XK 24" (14 wrT.);

y4ebHbIN cTeHA «[porpaMMHble CpefCcTBa 3aluUTbl MH(OPMaLMM OT HECAHKLIMOHPOBAHHOMO AOCTYMNa».

MO: OC Windows v.7, 8, 10, Habop ytunnT (apxmuBaTopsl, hann-meHenxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpegna pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcUTeTCcKas, a. 1, kopnyc 1la, ayautopusa 297

YyebHas ayanTopus: cneymnanmsnposaHHas mebenb, HoyTbykmn HP EliteBook Ha 6a3e Intel Core
i5-8250U-3.4 I'Tu, MmoHUTOPBI KK 24" (16 WT.), MyNbTUMEAUNHbLIN NPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop ytunnT (apxmuBaTopsl, hanni-meHenxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpegna pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcUTeTcKas, a. 1, kopnyc 1la, ayautopus 382

YyebHas ayanTopus: cneymnanmsnposaHHas mebenb, nepcoHasibHble KOMMboTepbl Ha 6ase
i5-9600KF-3,7I' Ty, MmoHUTOPLI KK 24" (16 WT.), TB naHenb-hannyapT.

MO: OC Windows v.7, 8, 10, Habop ytunnT (apxmuBaTopsl, hanni-meHenxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpegna pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcUTeTcKas, a. 1, kopnyc 1la, ayautopus 383

YyebHas ayanTopus: cneunanminpoaHHas mebenb, mepcoHasibHble KOMMbOTEPbI Ha 6a3e i7-9700F-31Tu,
MOHUTOPBI KK 27" (16 WT.), MyNbTUMEAUNHBIN NPOEKTOP, IKPaH.

JlabopaTopHoe obopynoBaHme MOBWUIIbHBIX NPUIOXKEHWUA 1 Urp: paboyme MecTa - nepcoHasbHble
KomnbloTepbl Ha 6a3e Intel i7-9700F, Buaeoagantepsbl nVidia GeForce RTX2070, MoHUTOpbI XKK 27" (16
WT.); Cnuctembl BUpTYanbHon peanbHocTn HTC Vive Cosmos (2wwT.); becnpoBofHbIn MapwpyTusaTop TP-
Link Archer C7.

MO: OC Windows v.7, 8, 10, Habop yTunauTt (apxmBaTopbl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++



394018, r. BopoHeXx, naowanb YHUBepcuTeTcKasd, a. 1, kopnyc la, ayautopus 384

YyebHas ayanTopus: cneumnanm3nposaHHas mebesb, mepcoHasibHble KOMMboTepbl Ha base
i3-2120-3,3ITu, MmoHUTOpPbLI KK 22" (16 WT.), MyAbTUMELUAHBIA NPOEKTOP, IKPaH.

JNabopaTopHoe obopynoBaHue 6e30NacHOCTM KOMMbIOTEPHbIX ceTel: paboyne MecTa - NepcoHalbHbIe
komnbtoTepbl HP-3500-PRO Ha 6a3e Intel i3-2120, MmoHuTOpbI XKK 22" (16 WT.), CTONKa
(KOMMYHMKaLMOHHBIA WKadg), ynpasnsemein kommytaTop CISCO Catalyst 2950, mapwpyTtusaTtop CISCO
2811-ISR, annapaTHbI MexxceTeBow 3kpaH CISCO cepum ASA-5500. nabopaTopHas BUpTYyanbHasa CeTb Ha
6a3e Linux-KVM/LibVirt, B3anmoaencTBytoLlas C NepeyncaeHHbiM ceTeBbiM 060pyL0BaHMEM.
MporpaMMHEbIN aHanmM3aTop ceTeBoro Tpaduka WireShark. MNMporpammHein cumynsatop Packet Tracer, gns
CO34aHNA BUPTYasbHbIX CTEHAOB, BKOYAIOLMX KOMMYTaTOPbl 2 U 3 YPOBHEN, MapLLpyTU3aTophI,
ceTeBble 3KpaHbl U COB. Y4yebHo-MeTOANYECKNIA KOMMIEKC "Be30nacHOCTb KOMMbIOTEPHbIX ceTen" OAO
"MHndpoTeKC".

MO: OC Windows v.7, 8, 10, Habop yTunaut (apxmBaTopbl, hann-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtku NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcuTeTcKas, a. 1, kopnyc la, ayautopus 385

YyebHas ayanTopus: cneumanmsmpoBaHHas mebesnb, mepcoHasbHbie KOMMboTepbl Ha ba3e
i3-2120-3,3Tu, MmoHuUTOPbLI XKK 19" (16 WT.), MyAbTUMELAUAHBIA NPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop yTunaut (apxmBaTopbl, hann-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowanb YHUBepcuTeTcKas, a. 1, kopnyc la, ayautopus 387

YyebHas ayanTopus: cneunanmlnpoaHHas mebenb, KomnbloTep npenofasatens Core2Duo-E7600-31Tu,
MOHUTOP € XK 22", MyNbTUMELNAHBIA NPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop yTuant (apxmBaTopbl, hann-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowaab YHUBepcuTeTckas, Aa. 1, kopnyc 16, ayautopusa 303n

YyebHas ayanTopus: cneumanmsmpoBaHHas mebesnb, mepcoHasbHbie KOMMboTepbl Ha ba3e
i3-8100-3,9IT 1, MoHUTOpPBI XKK 24" (13 WT.), MyAbTUMELUAHBIA NPOEKTOP, IKPaH.

JNlabopaTopHoe obopynoBaHMe NporpaMMHo-annapaTHbIX CpeacTs obecnevyeHns MHGMOPMaLLMOHHON
6e30MacHOCTK: MepcoHalibHble KOMMbOTepbl Ha H6a3e Intel i3-8100 3.60I Ty, MmoHUTOPLI KK 19" (10 WwT.),
CTOMKa (KOMMYHUKaLMOHHbIV WKadg), ynpasaseMblin KommyTaTop HP Procurve 2524, annapaTHbIR
MexceTeBow 3kpaH D-Link DFL-260E, annapaTHbIi MexxceTeBow 3kpaH CISCO ASA-5505. nabopaTopHas
BUPTYasbHas ceTb Ha 6a3e Linux-KVM/LibVirt, B3anmMoaencTaytowas ¢ ceteBbiMy 3KpaHamu. USB-
cymThiBaTENM cMapT-kapT ACR1281U-C1 n ACR38U-NEO, cmapT-kapTbl ACOS3 72K+MIFARE, KapThl
namaTtn SLE4428/SLE5528. YyebHo-MeTOAMYECKU KOMMNeKC "lNporpaMMHo-annapaTHas 3alliuTa ceTemn C
3awmTon oT HCA" OAO "NHdoTeKC".

MO: OC Windows v.7, 8, 10, Habop yTunauTt (apxmBaTopsl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpepna pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++



394018, r. BopoHex, nnowapnb YHUBepcuTeTcKasn, A. 1, kopnyc 16, ayautopus 314n

YyebHas ayanTopus: cneymnanmsnpoBaHHas mebenb, NepcoHabHble KOMMboTepbl Ha 6ase
i3-7100-3,6I'T, MOHMTOpPLI KK 19" (16 wT.),

MYSIbTUMEAUAHbIA NPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop yTunaunt (apxmBaTopbl, hainn-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtkn NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

394018, r. BopoHeXx, nnowaab YHUBepcuTeTckas, Aa. 1, kopnyc 16, ayautopusa 316n

YyebHas ayanTopus: cneumnanmsmpoBaHHas mebesnb, mepcoHasbHbie KOMMboTepbl Ha ba3e
i3-9100-3,6ITL, MoHUTOPBLI KK 19" (30 WT.), MyAbTUMELUAHBIA NPOEKTOP, IKPaH.

MO: OC Windows v.7, 8, 10, Habop yTunaut (apxmBaTopbl, hann-meHepxepsl), LibreOffice v.5-7, Foxit PDF
Reader, Visual Studio, v. 2010-2019, Cpega pa3paboTku Eclipse, Python ver 3.8, PyCharm Community,
Cpena pa3paboTtku NetBeans IDE, MATLAB “Total Academic Headcount - 25", Notepad++

19. OueHo4Hble cpeancTBa AJsa npoeeneHusn TeKyLI.I,Eﬁ ] ﬂpOMe)KyTO‘-IHOﬁ aTTectauumn

[MopAnoK OLLeHKN OCBOEHUSA 06y‘-IaIOLLI,VIMI/ICFI y‘-IeGHOFO MaTepunana onpenendaeTca cogep>XaHmem
cnegyrowmnx pasgesios gUCUNNANHDI:

Ne Pa3zpgenbl AUCLUMNNHGI Kon Kon OueHo4Hble cpencTsa 4Jis

n/m  (momynw) KoMMeTeHLMN NHAMKaTopa TeKyLlen aTrTectTaunmn

1 Pasnenbl 1-3 MK-15 MK-15.1 KoHTponbHasa paboTa no
CoBpeMeHHble TEHAEHLNN COOTBETCTBYIOLLUM
PasBUTUA NHPPACTPYKTYPHBIX pa3aenam. JlabopaTopHble
peLLeHnin, KOTOpbIe NPUBEN K paboTbl 1-5

NOSIBSIEHNIO KOHLIEMLAN
061a4HbIX BbIYNCIEHWIA.
ObLLee NOHSATUE O TEXHOJIOTUN
o6nayHbix BblyncneHun (Cloud
Computing). besonacHocTb
061a4HbIX TEXHOJIOT WA,

MpomexyTo4Has aTTecTaumus

®opMa KOHTpPONS - 3a4eT C oLeHKon, KoHTpoNbHasa paboTa
OLeHOYHbIe cpencTBa A5 MPOMEXYTOYHOM aTTecTaumm
MepeyeHb BOMPOCOB, MpakTU4ecKoe 3afjaHune

20 TunoBble OUEeHO4YHble CpeacTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowme npouenypbl
oueHUBaHuUA

20.1 TeKywWw MW KOHTPOJb YCNEeBaeMOCTH

TeKyLLMA KOHTPOJIb YCNEBAEMOCTHM MO ANCLMIIVHE OCYLLECTBASETCS C NMOMOLLbIO CNedYOLNX OLEHOYHbIX
CPencTB:

e YCTHbIN ONPOC Ha NPaKTUYECKNX 3aHATUSX

e KoHTponbHas paboTa Nno TeopeTnyeckom YacTun Kypca

e JlabopaTopHble paboThl

20.1.1 NMpuMepHbIA NepevyeHb NPUMEHAEMbIX OLLeHOYHbIX CPeacTB



Ne | HaumeHoBaHue MpepcTtaBneHue Kputepuu oueHKH
n/n | oueHoYHoro cpeacTsa | OLEHOYHOro cpeacTBa B

coHpe
1 YCTHBIN onpoc Ha Bonpockl no MpaBuibHbIA OTBET - 3a4TEHO,
NPaKTUYeCKMX 3aHATUAX | TeMam/pasgenam HernpasWbHbIA UK
LUCUUNAUHBI NPUHLMMWANBHO HETOYHbIA OTBET
- He 3a4TeHo
2 KoHTponbHas paboTa no | TeopeTuyeckume Bonpockl no | LLkana oueHnBaHma
pasfesiam OUCLUUMINHBL | TeMam/pasgenam COOTBETCTBYET MNPUBEAEHHON B
ANCLUUMINHDI pasgene 20.2.3
3 JNabopaTopHasa paboTa Copepxut 5 nabopatopHbix | Mpy ycnewHOM BbIMOJHEHUN
3a4aHui. paboT B TeyeHne cemecTpa

(prKCMpyeTCs BOSMOXHOCTb
OLEHNBAHMNSA TONIbKO
TEeopeTU4eCcKom 4acTu
OUCUUNAUHBI B XO4€
NPOMEeXXYTOYHOW aTTecTauum
(3K3ameHa), B NPOTMBHOM CJly4ae
npoBepKa 3afiaHnsa no
nabopaTopHbIM paboTam
BbIHOCUTCS Ha 3K3aMeH.

20.1.2. Mpumep 3apaHua AN BbINOJIHEHUA nabopaTopHon padboThi
JlabopaTopHas pabota Ne 1
«N3yyeHue npuHuunoB paboTbl atak Tuna SQL-injection»
Lenb paboTbi

MpakTnyYeckoe nsy4yeHune CpeacTB NAEHTUPMKALMM N IKCNAYyaTaLumn ya3BUMOCTEN B web-npnnoxeHnax K
aTakam SQL-injection.

dopMa KOHTpoONA

Onpoc B yCTHOM hopMe Mo pesynbTaTaM peannsaunmm SQL-MHbeKLNIA.
KonnyecTtBo oTBeAEHHbIX ayAUTOPHbIX YacoB - 8

Copep>xaHue paboTbl

15 TecToBOro web-npunoxxeHns chopMmpoBaThb M BBECTM SQL-3anpockl, NO3BOSIOLLNE BbISBUTD
ys3BMMble NapaMeTpbl U NONY4YNUTb AaHHble U3 BJl. MpoaHanM3nMpoBaTh MNOJyYeHHbIe pe3ynbTaThl 1
ChopMyMpPOBaTh BbIBOALI MO NpofesaHHo paboTe.

MpuMepbl KOHTPOJ/IbHBLIX BOMPOCOB:
1. Yem onacHbl aTaku Tuna SQL-injection?

2. Kak npegnoTtepaTuTb aTaky Tuna SQL-injection?

20.2 MpoMeXxXyTouyHasa aTrectaums

MpoMeXyToYHas aTTecTalmMs MOXET BKIlOYaTh B Ceb5 NMPOBEPKY TEOPETMYECKUX BOMPOCOB, a TakXe, Npu



HeobXxoaMMOoCTH (B CJly4ae HEBLIMOHEHUS B TEYEHNE CEMECTPA), MPOBEPKY BbIMOJAHEHNS YCTAHOBAEHHOIO
nepeyHst NabopaTopPHbIX 3aaHNIA, NO3BONSIOLINX OLLEHUTb YPOBEHb MOMYYEHHbIX 3HAHWUIA U/Unn
npakTuyeckoe (ne) 3agaHune(sa), nossondoLlee (Me) oLeHNTb cTeneHb CHOPMUPOBAHHOCTU YMEHUIA U
HaBbIKOB.

N5 OLLEHKM TEOPETUYECKMX 3HAHMI NCMOMb3YeTCs nepevyeHb KOHTPObHO-U3MEPUTESNIbHbIX MaTepnasos.
KaXKbl KOHTPOJIbHO-U3MEPUTESbHLIN MaTepran 415 NPOBEeAEHNS MPOMEXYTOYHON aTTecTalmm
BKJIIOYAET ABa 3aJaHuns - BONPOCOB AN11 KOHTPOSA 3HAHUIW, YMEHUIN 1 BNageHWI B paMKax OLLEHKWN YPOBHS
ChOPMUPOBAHHOCTY KOMMETeHUMW. [Tpy OLLeHNBaHUN UCMONb3YETCSA KONMYeCTBEHHas WKana. Kputepun
OLlEHMBAHMA NpuBedeHbl HMXKe B Tabnuue pasgena 20.2.3.

20.2.1. MpuMepHbLIA NepevyeHb BOMPOCOB K dK3aMeHy

No CopepxxaHue

1 VicTopus n kntoyeBble PakTopbl Pa3BUTUS 061a4YHbIX TEXHOIOM I

2 CncteMbl XpaHeHNs OaHHbIX

3 CeTn XpaHeHMs OaHHbIX

4 TexHonornn BupTyaamsaumnm

5 MpenmyLLecTBa N HeQOCTAaTKN 061a4YHbIX BbIYUCIEHNN

6 Mogenn obnayHbIX Bbl4ucneHui (laas, Paas, Saas)

7 Knacchbl yrpo3 B «obnake»

8 be3onacHOCTb BMPTYabHON NHPACTPYKTYpPbI U rnnepBusopa

9 ®DyHKLMOHaNbHbIE aTakKM Ha 31eMeHTbl 06n1aka (SQL-MHBbeKU M)

10 ATaKK Ha KMeHTa (MeXCanlTUHIoBOE BbIMOSIHEHME CLeHapueB XSS)

11 Tononorusa ceTu ons YaCcTHOro «obnaka»

12 Bupbl ceTeBbIX aTak

13 OTka3 B obcayxmneaHum (DoS, distributed DoS), SKOHOMUYECKMIA 0TKa3 B 06CY>XUBAHWM
(EDoS)

14 ATaku 1 MHUMOEHTbI B BUPTYasibHbIX cpenax

15 CpefcTBa CMHXPOHM3ALMK, penankaLmm, 3awmnTsl oT cboes

16 PyTKunTHbI

17 «O6nayHble» aHTUBUPYChI

18 MpuHuunel obecrnevyeHns 6e30NacHOCTU U3BECTHBIX MAATHOPM «0bayYHbIX CEPBUCOB




20.2.2. MpuMep KOHTPOJIbLHO-U3MEPUTENILHOIO MaTepuana
YTBEPXXIAIO

3aBeayowmin Kagenpon TexHosornm ob6paboTkm 1 3aWwmThl MHDOPMaLUK

A.A. CupoTa
. .2021

HanpasneHne noarotoBku / cneymasbHOCTb 09.04.02 MHGOPMaLMOHHbIE CUCTEMbI Y TEXHOJIOT U

Oucunnnnda B51.B.01 JonofHUTEeNbHbIE F1aBbl UHHMOPMALIMOHHON 6e30MacHOCTH

®opma 0byyeHuns O4Hoe

Bna KOHTpoNs 3a4€T C OLIEHKOMN
Bup atTecTaumm MpoMexxyTo4yHas

KOHTpONbHO-U3MepuTenbHbIN MaTepuan Ne 1
1. NcTopwnsa n KntoYveBble hakTopbl pa3BuTUS 061a4HbIX TEXHOMOM I

2. ®yHKUMOHaNbHbIE aTakKu Ha aneMeHThl obsiaka (SQL-mHbekLun).

MNpenogasaTtesb A.B. AknmoB

20.2.3 OnucaHue KpUTepueB U LIKaJibl OLEHUBAaHMA KOMNeTeHuun (pe3ynbTaToB 00y4YeHus) npu
MPOMEe>XYTOYHOU aTTecTaLuum

Ona oueHVBaHWUA pe3ynbTaToB 06yqu|/|9| Ha 3K3aMeHe NCNOoJIb3yrTCA cieayrowmne cogepxatelibHble
nokasatesv (hopMyanpyeTcs C y4eTOM KOHKPETHbIX TQEﬁOBaHVIVI ONCLNMINHDI):

1. 3HaHMe TeopeTMYeCKMX OCHOB y4ebHOro mMaTepuana, OCHOBHbIX OMpefeseHnn, MOHATUN U
NCMNoNb3yeMOoN TEPMUHONOT NK;

2. YMeHMue CBA3blBaTb TeOpPUI0 C MPaKTUKOW, YMEeHWe BbIBAATbL U aHaIM3MPOBaTb OCHOBHbIE
3aKOHOMEPHOCTH, MOJIy4YEeHHbIE, B TOM YUCJIE, B XOAE BbINOJHEHUS NPAKTUYECKUX 3a4aHNi;

3. ymMeHwue 060CHOBbLIBaTb CBOM CYXXAEHWA 1 NPO(EeCCMOHaIbHYO NO3ULMIO N0 U3laraeMoMy BOMPOCY;

4, BnafjeHune HaBblKaMn NPOrPaMMUPOBAHNS B paMKax BbIMOJHAEMbIX MPaKTUYECKUX 3a4aHWUNR;

5. BNafieHne HaBblKaMUN MPOBefeHNs KOMMbIOTEPHOr0 3KCNepuMeHTa, TeCTUPOBAHUA aJlropuTMOB
06paboTky MHopMaLuK.

Pa3nnyHble KOMBUHALMM NEPEYNCIIEHHbIX MOKa3aTeNnen onpeaensioT KPUTEPUN OLLEHNBAHUS pe3ybTaToB
o0by4yeHunsa (ChopMMPOBAHHOCTN KOMMETEHLMIA) Ha FOCYAapCTBEHHOM 3K3aMeHe:

® BbICOKUIA (YrnybaeHHbIN) ypoBeHb CHOPMUPOBAHHOCTI KOMMNETEHLNN;
® MOBbILIEHHbIA (MPOABUHYTHIN) YPOBEHL CPOPMUPOBAHHOCTU KOMMNETEHLWN];
® NoporoBbin (6a30BbIN) YpoOBEHb CHOPMMPOBAHHOCTM KOMMETEHLINN.

[nsa oueHnBaHNA pe3ysibTaToOB o6yHeva Ha rocygapCtBeHHOM 3K3aMeHe MNCNnoJsib3yeTCA 4-6annbHas
lWKana: «0TJIMYHO», «XOPOLUO», «yOOBJIETBOPUTENIbHO», «HEYLOBNETBOPUTENIbHO». 14 OueHMBaHUSA
pe3ynbTaToB o6yL|eva Ha 3a4eTe NUCMNoJib3yeTCd - 3a4TEHO, HE 3a4TEHO Mo pe3ysibTaTaM TECTUPOBaAHNA.

CooTHOWeHNEe nokKa3aTenen, KpUTepueB W LKaNbl OLEHWBAHWS pe3ynbTaToB obyyvyeHuUs Ha
roCyapCTBEHHOM 3K3aMeHe MpeAcTaB/eHO B chepylollein Tabnuue.

KpuTepvm OLEeHUBaHUA KOMNETEHLMUNA U LWKaNla OLEeHOoK



KpuTepumn oueHnBaHNSA KOMNETEHLNIA

YpoBeHb
chopMMpPOBAHHOCTH
KOMMeTeHLMI

LLkana
OLLeHOK

O6yyaloLWmincs 4EMOHCTPUPYET MOJIHOE COOTBETCTBIE 3HAHUN,
YMEHWIA, HAaBbIKOB MO NPUBELEHHbLIM KpUTEpnsaM cBO6OAHO
onepripyeT MNOHATUIHBIM annapaToM U NPMoBpeTEHHbIMY
3HAHWSMU, YMEHUAMM, MPUMEHSET NX NPU PELLEHNN
MpaKTUYeCcKnx 3aAay. YCNeLwHo BbiNosHeHbI NabopaTopHbie
paboTbl B COOTBETCTBUM C YCTAHOBJIEHHBLIM MEepPeYHEM.

MoBbILLEHHbIN
YPOBEHb

OTAn4HO

OTBET Ha KOHTPOJIbHO-U3MEPUTENLHbLIN MaTepuas He
MOJIHOCTbIO COOTBETCTBYET OAHOMY U3 NEPEYNCSIEHHbIX BbilLe
nokasaTenen, Ho obyYaloLninca AaeT npaBusibHblE OTBETHI Ha
[IOMONHUTENbHbIE BONPOCHI. [pn 3ToM 0byyatowmnincs
LEMOHCTPUPYET COOTBETCTBME 3HAHWUIA, YMEHWUI, HABbLIKOB
npvBeLeHHbIM B Tabvuax NokasaTensm, HO LomnycKaeT
He3Ha4ynTeNbHble OWNOKN, HETOYHOCTHW, UCMbITHIBAET
3aTPYLAHEHNS NPY PELLEHNN NPAaKTUYECKMX 3a4a4y. YCrewHo
BbINOJIHEHbI NabopaTopHble paboTbl B COOTBETCTBUU C
YCTaHOBJIEHHbLIM MEPEYHEM,

ba30BbIf YpoBeHb

XopoLuo

ObyyatoLMnCcs [eEMOHCTPUPYET HEMOIHOE COOTBETCTBMUE
3HaHWIN, YMEHWI, HaBbIKOB MpUBeAEHHBLIM B TabanLax
nokasaTensaMm, fOMyCKaeT 3Ha4YuTeNbHble OLWNOKK Npu
peLleHnn NpakTNnYeckux 3agady. Mpu 3ToM OTBET Ha
KOHTPOJIbHO-N3MEPUTEbHbI MaTepran He COOTBETCTBYET
nobbIM ABYM U3 MepeYnciIeHHbIX NokasaTenen, obyyatowmics
[laeT HernoJsiHble 0TBEThLI Ha AOMOJIHUTESbHbIE BOMPOCHI.
YcnewHo BbiNosHeHbl labopaTopHble paboTbl B COOTBETCTBUM C
YCTaHOBJIEHHbLIM MEPeYHeM,

MoporoBbii
ypOBEHb

YOOBNETBOPUTESIBHO

OTBET Ha KOHTPOJIbHO-U3MEPUTENLHbLIN MaTepuas He
COOTBETCTBYET JItoObIM TPEM M3 NEPEYNCIEHHBIX NMOKa3aTeNnen.
ObyyatoLmincs LeEMOHCTPUPYET OTPLIBOYHbIE, (hparMeHTapHbIe
3HaHWA, BoMyCcKaeT rpybeie owmnbKM, He BbIMOMAHEHDI
nabopaTopHble paboTbl B COOTBETCTBUM C YCTAHOBAEHHbIM
nepeyHem.

HeynoBneTBOpUTENbHO
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